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KEY POINTS
Types of attackers and reasons for attack:
Curiosity, Fame, Personal gain, National Interest
Script-Kiddy, Hobbyists, Experts, Specialist
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KEY POINTS
There are numerous ways that attacks and incidents can occur.  Some malicious some accidental.  No 
industry is safe.
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KEY POINTS
There are numerous devices and systems types that have to be consideredwhen thinking about a casino’s 
IT secuity.  Each with it’s own unique points of interest.  
Remember no devices or Operating Systems is completely secure
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KEY POINTS
CryptoLockers are a type of Ransomware.  
Remember to perform daily backups of critical systems.
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KEY POINTS
Not all types of attacks are to steal money or data.  Sometimes disruption is the goal. DoS attacks fall 
under that category.
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KEY POINTS
Activity:
Break into groups.  Discuss in groups the types of dangers with each family of systems.  
* Remember not all IT vulnerabilities involve a personal computer.
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KEY POINTS
A variety of attacks and vulnerabilities exist.
Not all encryption methods are created equally.
(ie. WPA2-EAP-TLS  >> WPA2-EAP-PEAP/EAPTTLS.  >> WEP2)
*When possible have a system with separate authenticator and authentication server.
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KEY POINTS
Use encrypted transmission methods whenever possible.
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KEY POINTS
A variety of cheap free and easy to use password cracking tools exist
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KEY POINTS
Different password guessing strategies exist and can easily be combined
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KEY POINTS
Most encryption methods have ways of being decrypted therefore choose a strong method, a strong 
password, and change passwords often.
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KEY POINTS
Sometimes vulnerabilities and data loss come from external or internal attackers, and sometimes from 
lack of education.
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KEY POINTS
Serialized, tamper evident seals are useful but only when paired with random file signature checks.
Simple techniques exist to hack both adhesive based and non-adhesive based seals.
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KEY POINTS
Phishing can be email based but also via phone.
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KEY POINTS
Conformity – people naturally avoid confrontation
Diffusion of responsibility – It’s not my problem. Not my job.
Friendliness – Name dropping, gathering info (your favorite team, your first car)
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KEY POINTS
Blockchain technology is new and rapidly developing.
Blockchain is to Bitcoin, what the internet is to email.
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KEY POINTS
• Relevant to casinos as the potential exists for money laundering.
• Illegal marketplaces.
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KEY POINTS
Crypto coin technology will likely become more prevalent in other industries and scenarios.

30

IT-108 IT Vulnerabilities, Tech Exploits, & Cyber Defenses Participant Guide

2/20/2018



KEY POINTS

31

IT-108 IT Vulnerabilities, Tech Exploits, & Cyber Defenses Participant Guide

2/20/2018



KEY POINTS
Don’t rely on key management systems alone. Other controls are required.
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KEY POINTS
Technologies evolve, and not all data is sent via WiFi or other networks.
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KEY POINTS
Poll Title: Course Eval IT-108 IT Threats
https://www.polleverywhere.com/surveys/Em2QWMJXh
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